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HM-232F - Risk-Based Adjustment of 
Transportation Security Plan Requirements

Final Rule

Summary: The U.S. Department of Transportation (DOT) Pipeline and Hazardous Materials Safety Administration (PHMSA), in consultation with the Transportation Security Administration (TSA) of the Department of Homeland Security (DHS), published a final rule in the March 9, 2010 Federal Register  modifying current security plan requirements applicable to the commercial transportation of hazardous materials by air, rail, vessel, and highway. Based on an evaluation of the security threats associated with specific types and quantities of hazardous materials, the final rule narrows the list of materials subject to security plan requirements and reduces associated regulatory costs and paperwork burden. The final rule also clarifies certain requirements related to security planning, training, and documentation.

Effective Date:  October 1, 2010
Voluntary Compliance Date:  April 8, 2010.

Each person who offers for transportation in commerce or transports in commerce one or more of the following hazardous materials must develop and adhere to a transportation security plan for hazardous materials. The phrase “large bulk quantity,” as used in the following list, refers to a quantity greater than 3,000 kg (6,614 pounds) for solids or 3,000 liters (792 gallons) for liquids and gases in a single packaging such as a cargo tank motor vehicle, portable tank, tank car, or other bulk container.
    (1) Any quantity of a Division 1.1, 1.2, or 1.3 material;

    (2) A quantity of a Division 1.4, 1.5, or 1.6 material requiring placarding

    (3) A large bulk quantity of Division 2.1 material;

    (4) A large bulk quantity of Division 2.2 material with a 

subsidiary hazard of 5.1;

    (5) Any quantity of a material poisonous by inhalation;

    (6) A large bulk quantity of a Class 3 PG I and II materials;

    (7) A quantity of a desensitized explosives meeting the definition of a Division 4.1 or Class 3 material requiring placarding;

    (8) A large bulk quantity of a Division 4.2 PG I and II materials;

    (9) Any quantity of a Division 4.3 material;

    (10) A large bulk quantity of a Division 5.1 PG I and II materials; perchlorates; or ammonium nitrate, ammonium nitrate fertilizers, or ammonium nitrate emulsions, suspensions, or gels;

    (11) Any quantity of organic peroxide, Type B, liquid or solid, temperature controlled;

    (12) A large bulk quantity of Division 6.1 material (other than materials poisonous by inhalation);

    (13) A select agent or toxin regulated by the Centers for Disease Control and Prevention under 42 CFR part 73 or the United States 

Department of Agriculture under 9 CFR part 121;

    (14) A quantity of uranium hexafluoride requiring placarding under 49 CFR 172.505(b);

    (15) International Atomic Energy Agency (IAEA) Code of Conduct Category 1 and 2 materials including Highway Route Controlled quantities as defined in 49 CFR 173.403 or known as radionuclides in forms listed as RAM-QC by the Nuclear Regulatory Commission;

    (16) A large bulk quantity of Class 8 PG I materials.
Materials shipped in accordance with an exception authorized under the HMR, such as the materials of trade exception, small quantity exceptions limited quantity or consumer commodity exceptions, are not subject to security planning requirements. 

Hazmat employees subject to in-depth security training must receive recurrent training at least once every three years or, if the security plan for which training is required is revised during the three-year recurrent training cycle, within 90 days of implementation of the revised plan.
The in-depth security training requirements apply only to hazmat employees who are directly involved with implementing security plans. 

A security plan must include an assessment of transportation security risks for shipments of the hazardous materials listed in 49 CFR 172.800, including site-specific or location-specific risks associated 

with facilities at which these hazardous materials are prepared for transportation, stored, or unloaded incidental to movement, and appropriate measures to address the assessed risks.
An example of the methodology that should be used when conducting risk assessments can be found in the Risk Management Self-Evaluation Framework (RMSEF) (http://www.phmsa.dot.gov/hazmat/risk/rmsef). Use of a specific risk assessment tool is not required. Using risk assessment methodology, a company will select an appropriate level of detail for its security plan based on the assessed risks identified for such material or materials. Factors that may be considered are the types and quantities of materials transported, the area from or to which the material is shipped and the mode of transportation used.

Each security plan will differ because it will be based on an offeror's or a carrier's individualized assessment of the security risks associated with the specific hazardous materials it ships or transports and its unique circumstances and operational environment. Specific measures put into place by the plan may vary commensurate with the level of threat at a particular time. 
At a minimum, a security plan must include the following elements: (1) Personnel security; (2) Unauthorized access; and (3) En route security.  Details concerning these elements are unchanged by this final rule and are included in 49 CFR 172.802(a).  

The security plan must also include the following:

    (1) Identification by job title of the senior management official responsible for overall development and implementation of the security plan;

    (2) Security duties for each position or department that is responsible for implementing the plan or a portion of the plan and the process of notifying employees when specific elements of the security 

plan must be implemented; and

    (3) A plan for training hazmat employees in accordance with 49 CFR 172.704(a)(4) and (a)(5).

The security plan, including the transportation security risk assessment, must be in writing and must be retained for as long as it remains in effect. The security plan must be reviewed at least annually and updated as necessary to reflect changing circumstances. The most recent version of the security plan, or portions thereof, must be available to the employees who are responsible for implementing it, consistent with personnel security clearance or background investigation restrictions and a demonstrated need to know. When the security plan is updated or revised, all employees responsible for implementing it must be notified and all copies of the plan must be maintained as of the date of the most recent revision.
Each person required to develop and implement a security plan in accordance with this subpart must maintain a copy of the security plan (or an electronic file thereof) that is accessible at, or through, its principal place of business and must make the security plan available upon request, at a reasonable time and location, to an authorized official of the Department of Transportation or the Department of Homeland Security.
One goal for this final rule is to harmonize, to the extent that this is consistent with PHMSA’s security goals, the list of materials for which security plans are required with the list of materials designated as high consequence dangerous goods for which enhanced security measures are recommended in the United Nations Model Regulations on the Transport of Dangerous Goods (UN Recommendations. The UN Recommendations define high consequence dangerous goods as materials with the “potential for misuse in a terrorist incident and which may, as a result, produce serious consequences such as mass casualties or mass destruction.”

FOR FURTHER INFORMATION CONTACT: Susan Gorsky or Ben Supko, Office of Hazardous Materials Standards, Pipeline and Hazardous Materials Safety Administration, 202-366-8553.

